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Introduction

CORTROL VCA is a real-time video analytics engine that utilizes advanced image processing algorithms to
turn video into actionable intelligence. At the core of the product is an advanced object tracking engine that
continually tracks moving and stationary targets. The tracking engine features built-in robustness to
environmental nuisance conditions such as changing illumination, moving foliage, rippling water, etc.

CORTROL VCA is a generic name for a suite of analytics products that include:

e VCApresence: continually tracks moving and stationary targets and generates real-time alerts of object
presence in multiple overlapping detection zones.

e VCAsurveillance: continually tracks and classifies moving and stationary targets and features a full suite
of rule-based filters including: enter, exit, appear, disappear, stopped objects, directionality
constraints, object counting, loitering, object type and object speed. Multiple filters are supported on
any combination of multiple overlapping detection zones.

o A full range of packages: optimized for specific scenarios.

e See the VCA Feature Packages topic for detailed information about the available packages.

Using the intuitive configuration, it's possible to quickly and easily define rules that generate real-time alerts when
triggered.

This user guide will help you get CORTROL Analytics quickly configured, as well as lead you through some of
the advanced features provided by the product.

EAST COAST +1 (919) 230-8700 | WEST COAST +1 (310) 222-8600 | MEXICO +52 (55) 5280 4660
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Getting Started

To get up and running as fast as possible, the following steps should be executed:
Ensure that your version of CORTROL supports Analytics (version 2.5.0 and more recent versions).

Obtain an activation token for the feature set required. The features are described in the VCA Feature Packages
topic.

e Activate the Analytics.
e (alibrate Analytics.

e Configure the detection rules.

EAST COAST +1 (919) 230-8700 | WEST COAST +1 (310) 222-8600 | MEXICO +52 (55) 5280 4660

CBC AMERICAS Corp. ganzsecurity.com ©2017 CBC AMERICAS Corp. All Rights Reserved.

5|Page



m CORTROL Video Analytics Manual

Security Solutions Ver. 1.0.0

VCA Feature Packages

CORTROL VCA functionality is available in a range of different packages. The license types are listed in the
following table.

Lower cost special function licenses
wwmrem | 0 ||| [ | [ [ [ 1 [ [ [reme——
Full licenses
VCAadvancedPCopenl 0 | v | v | v | v | v | v | v | v | v | v | v | v |vcm.-m.c.mmum
oo EAST COAST +1 (919) 230-8700 | WEST COAST +1 (310) 222-8600 | MEXICO +52 (55) 5280 4660
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Accessing VCA Configuration

All configuration of the CORTROL VCA engine is performed by accessing the Video Analytics tab in video stream
properties:

x

Video Adjustment | Audio I Events I Substream I Motion Detection
Access | Videplnput l Digital Outputs | Video Configuration
RTSP | Model | Extemal PTZ Control | Dewarp  Video Analytics

Use controls below to select and configure video analytics engine to
be used for video processing.

" No Yideo Analytics
Mo wvideo analitics is attached ta the video stream: &

capable device might have embeded analptics stream
which will be passedithraugh

(* Dpen VCA Video Analytics

Process video using Y¥CA analytics enagine and embed
analytics as video meta data substream.

Properties... |

| 0K I Cancel Apply

ooy EAST COAST +1 (919) 230-8700 | WEST COAST +1 (310) 222-8600 | MEXICO +52 (55) 5280 4660
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Activation

Activation
Features of CORTROL VCA must be activated before they can be used. Activating VCA consists of the following
two major steps:

e Obtaining an activation token from your distributor.
e Applying an Activation key in the software.

Obtaining an Activation key
Before CORTROL VCA can be used, it must be activated.

The full activation process:
1) Purchase VCA token from distributer.
2) Visit https://www.activationmanager.com in a web browser.
3) Enter the token ID and hardware ID.
4) The activation key will be generated.
5) Apply the activation key to the target system.

Applying an Activation key in CORTROL
Once an activation key has been generated, it's simply a case of entering the code on the Engines and Licenses
Tab. Select the Add/Remove licenses link:

|
Licensing |
Please use controls below to supply VCAS license to activate video analytics engines.
Text ] Engines l Functions
S10404FFFFFFFF74... 4 Presence, Enter, Exit, Appear, Disappear, Stopped, Dwell, Direction, Speed,
| | |

—New Open VCA Licen:

Hardware Identifier: ID?F 329FE3B4264FBD78C532D7CA7D CEAABE 34C03D 2741 BEC355CE 18E0504F 95E

Get a license by redeeming a token at http: /fwww. act ivati ger.com/

Enter activation key here =
=
0K I Cancel | Apply |

Enter the activation key and click "Apply". If the activation code is valid, the activated features will be
displayed in the "Functions" column.

Please note that CORTROL server must be restarted to enable analytics processing.

EAST COAST +1 (919) 230-8700 | WEST COAST +1 (310) 222-8600 | MEXICO +52 (55) 5280 4660
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Enabling VCA

Switching VCA On and Off
By default, VCA is disabled. To enable VCA it must be activated. Select “Open VCA Video Analytics” in Video
Analytics tab:

x| Yideo Stream »
Video Adjustment I Audio I Events I Substream I Maotion Detection I Video Substreams 4

Access I Video Input l Digital Outputs I Video Configuration |

; > : Video Transfer...
Model I External PTZ Control I Dewarp  Video Analytics
Point ta Pan-Tilt-Zeom =10
Use controls below to select and configure video analptics engine to

be used for video processing. Digital Pan-Tilt-Zoom and Dewarp 4

 No Video Analvti Show Detected Motion
0 ¥Yideo Analylics
[v  Show Meta (Analytics) Data

Nowvideo analytics is attached tothe videa stream: &
capable > might have embeded analytics stream kreeze =)
which will assed through

) ) Current Frame Subtitles 4
(¢ Dpen YCA Yideo Analytics

Copy Current Frame to Clipboard
Process video using VCA analptics engine and embed
analytics as video meta data substream.

Eisaeah I Quick Save Current Frame Ctrl+alk+5

Dpen Arehive. .,

Save Current Frame &s... Ctrl+Shift+5

N

EY

Screen Arrangement 4

lv  Maintain Aspect Ratio

I s I L Apply Device {IP Camera, Yideo Server) Propetties...

Enable VCA
Select/Deselect to enable/disable the VCA functionality at a global level. If “No Video Analytics” is selected,
ALL VCA functionality will be disabled.

Note: Disabling VCA drops ALL settings.

Enabling Metadata Streaming
To visualize the VCA output, metadata streaming must be enabled for video stream. Select “Show Meta (Analytics)
Data” by right-click on live view (see snapshot above).

Note: Meta data visualization requires that Microsoft XML Core Services 4.0 SP3 is available in the system.

EAST COAST +1 (919) 230-8700 | WEST COAST +1 (310) 222-8600 | MEXICO +52 (55) 5280 4660
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Configuration of Zones and Counters

Configuration of Zones and Counters

To create some useful output, it is necessary to configure detection zones and counters. The detection zones
and counters are configured by selecting VCA Properties and then the Zones and Counters tab:

Properties
Zones and Counters | Calibraton I Classification I Tamper | Advanced Engine Settings I Engines and Licenses l

Use controls below to configure video analytics engine zones, lines and counters.

Add ’I Remove |'I Obiect Lookup: ICounter: New Counter 4| Propetties...l

This screen has the following functionalities:

e Add zone: Creates a zone.

e Add line: Creates a line.

e Add counter: Creates a counter which will be associated with zone or line.
e Remove: Deletes a selected zone/line/counter.

ooy EAST COAST +1 (919) 230-8700 | WEST COAST +1 (310) 222-8600 | MEXICO +52 (55) 5280 4660
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General Analysis '

Use controls below to specify zone

[line) analysis options and settings.

Analysis Type

O Stopped Object

[ Dweling Object

O Traveling Object in Direction
[ Target Speed Object

[ Tailgating Object

O sbandoned/Removed Object

i~ Analysis Properties

| Title | Title:  |New Zone -0biPres
[ Object Presence New Zone -ObjPres - -
[ Object Entry Object Class | Tracking
[ Object Leave F‘erspn Track
[ &ppearing Object Vehicle Track
[ Disappearing Object Clutter Track
Group of People Track

2l -0 x|

Track

Do Mot Track

Select and check analysis type to configure object class and properties

[ o ]

Cancel |

Apply I

The Analysis tab allows the user to assign detection rules to detection zones and detection lines. Available rules
will depend on the features available and settings applied, and may include the following:

e Object presence

e Object entered

e Object exited

e (Object appeared

e Object disappeared
e Object stopped

o Object dwell

e Object direction

e Object speed

e Object tailgating

e Countingline

e Abandoned/removed object

CBC AMERICAS Corp.
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Event History

The event history controls are in Archive and shows the history of objects that have triggered rules and generated
alarms:

@M Luxriot ¥MS Archive

J File Edit View Video Timeline | Mavigation

} J Kl < |1 Second Seek to Beginning  Ctrl+Left Arrow

Seek to End Ctrl+Right Arrow

Structure: X
Archive || Step Backward  Shift+Left Arrow
[#- Crossroads (Group) | Step Forward  Shift+Right Arrow

Q1755 (Group) 659 o ko Time

| | Seek 5x Backward  Ctrl+Shift+B
| Seek Backward Ctrl+8
|» Seek Forward Crl+h
|1 Seek 5x Forward Ctrl+-Shift+h

> Play Enter

1 Pause Spate

]

2 Refresh F5
Seek to Previous Motion Ctrl+P

o)
. oeek b extation CErHM

"_i] Define Region of Motion Interest

Events;,,

Meta SAnaIxticsz. G

2/_lo(x]
Events I Ubieclsl Counters I

Time | Type | Rule Name | Zones | Objects -
1. 7/31/2014 2230:10 PM 20ne New Line -ObjPres "New Line" Vehicle

1, 7/31/2014 2:30:10 PM 20ne New Zone -ObjPres "New Zone' Vehicle

1 7/31/2014 2230112 PM 20ne New Zone -ObjPres "New Zone" Vehicle

1, 7/31/2014 2:30:12 PM 20ne New Line -ObjPres "New Line" Vehicle

1, 7/31/2014 2:30:23 PM 20ne New Zone -ObjPres "New Zone" Vehicle —
1. 7/31/2014 2:30:31 PM z0ne New Zone -ObjPres "New Zone" Vehicle

1, 7/31/2014 2:30:31 PM 20ne New Line -ObjPres "New Line" Vehicle

1. 7/31/2014 2:30:40 PM zone New Zone -ObjPres "New Zone" Vehicle

1. 7/31/2014 2:31:01 PM 20ne New Line -ObjPres "New Line" Vehicle

1, 7/31/2014 2:31:01 PM 20ne New Zone -ObjPres "New Zone" Vehicle

1, 7/31/2014 2:31:08 PM z0ne New Zone -ObjPres "New Zone" Vehicle

1, 7/31/2014 223112 PM 20ne New Line -ObjPres "New Line" Vehicle

1, 7/31/2014 2.31:19 PM z0ne New Zone -ObjPres "New Zone" Vehicle

1 7/31/2014 2231:22 PM 20ne New Line -ObjPres "New Line" Vehicle

1, 7/31/2014 2:31:25 PM zone New Zone -ObjPres "New Zone" Vehicle

1. 7/31/2014 2231:25 PM zone New Line -ObjPres "New Line" Vehicle

1. 7/31/2014 2:31:27 PM zone New Zone -ObjPres "New Zone' Vehicle

1, 7/31/2014 2:31:28 PM 20ne New Zone -ObjPres "New Zone" Vehicle

1, 7/31/2014 2:31:30 PM zone New Line -ObjPres "New Line" Vehicle _lll

«| | »

Havigate | Export |+ I Filter >> I

0K I Cancel I Apply I

ooy EAST COAST +1 (919) 230-8700 | WEST COAST +1 (310) 222-8600 | MEXICO +52 (55) 5280 4660
CBb AMERICAS Corp. ganzsecurity.com ©2017 CBC AMERICAS Corp. All Rights Reserved.

12|Page



m CORTROL Video Analytics Manual

Security Solutions Ver. 1.0.0

Creating Detection Zones and Lines

To detect events of interest, detection zones and lines must be defined. Detection zones define an area of
interest. Detection lines are like detection zones but they define a perimeter instead of a region.

Creating a Zone or Line
To create a zone or line, select Add button and select “Add Zone/Add Line”.

Properties

Zones and Counters | Calibraton | Classification I Tamper I Advanced Engine Settings | Engines and Licenses l
Use controls below to configure video analytics engine zones, lines and counters.

Bemove |+ Object Lookup: I j Properties... |
Add Line
Add Counter
ooy EAST COAST +1 (919) 230-8700 | WEST COAST +1 (310) 222-8600 | MEXICO +52 (55) 5280 4660
CBCGROUP
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Editing Zones and Lines

Zones and lines can be edited to be any shape or size. Zones and lines are controlled by manipulating "nodes"
that represent the zone/line vertices. To change the shape of a zone or line, simply grab a node with the left
mouse button and drag it to the desired location:

Click and
drag

Adding and Removing Nodes

Zones and lines can be tailored to any scenario by simply adding more nodes to define the shape required. To
add a node, simply right click on the zone or line at the point where the new node should be added and select
“Add zone point”. Nodes can be deleted by right clicking on the node and selecting “Remove zone point”:

Multiple node
zone

ooy EAST COAST +1 (919) 230-8700 | WEST COAST +1 (310) 222-8600 | MEXICO +52 (55) 5280 4660
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In some situations, especially where the scene is busy, objects tracked in some areas can interfere with
detection zones in other areas. For example, on a windy day, moving foliage can generate false alarms that in
some situations could be tracked through a detection zone. To minimize such issues, it is possible to configure
"non-detection" zones, where nothing is detected or tracked.

Detection Rules

Detection Rules

General I Analysis |

Use controls below to specify general zone/line properties.

Name: |New Zong|

Style: Polygon

Type: I Non-Detection Area

Color: I I Fed :J

Once some detection zones and/or lines have been configured, it's possible to define some detection rules that
apply to the zones/lines. The rules are defined in the Analysis tab:

" General Analysisl

Use controls below to specify zone (line) analysis options and settings.

2| o) x|

Analysis Type \ Title | Title:  |New Zone -ObjPres
Object Presence New Zone -ObjPres
[ Obiect Entry Object Class | Tracking
O Object Leave F'els.on Track
[ Appearing Object Vehicle Track
[ Disappearing Object Group of People Track
[ Stopped Object Clutter Do Not Track Track
[ Dweling Object

S Do Not Track
[ Traveling Object in Direction A
[ Target Speed Object
[ Tailgating Object
O 4bandoned/Removed Object

~ Analysis Properties
No properties defined for selected analysis type
oK I Cancel Apply

EAST COAST +1 (919) 230-8700

CBC AMERICAS Corp.

| WEST COAST +1 (310) 222-8600 |

MEXICO +52 (55) 5280 4660

ganzsecurity.com ©2017 CBC AMERICAS Corp. All Rights Reserved.

15|Page



m CORTROL Video Analytics Manual

Security Solutions Ver. 1.0.0

The Analysis tab is context-sensitive to the zone selected. As different zones/lines are selected, so Analysis
tab changes to reflect the rules currently configured on that zone. Defining a rule is a simple matter of
checking the box next to the rule required. In all cases, the rules are configured with sensible default values. Of
course, these can be customized to suit the detection scenario.

Object Presence

Enable the object presence rule on the selected zone by checking the Object Presence box in the Analysis tab and
click apply.

Objects that are present inside a zone or pass through a line will trigger the rule and raise an alarm.

Yproperties

" General Analysis I

Use controls below ta specify zone (ling] analysis options and settings.

Title |

is T
esence
[ Obiect Entry
[ Obiect Leave
O Appearing Object
O Disappeating Object
O Stopped Object
O Dweling Object
O Traveling Object in Direction
I % O Target Speed Object

\ O Tailgating Object

O Abandoned/Removed Object

Object Direction

Enable the object direction rule on the selected zone by checking the Traveling Object in Direction box in the
Analysis Tab. Adjust the direction and tolerance angle to suit the detection scenario.

Objects that travel in the configured direction (within the limits of the tolerance angle) through a zone or
over a line trigger the rule and raise an alarm.

Properties 2l 1ol
o y General Andis |
Analysis Type Tie I Tie: [New Zone Direct
Grab anc drag to £ depiioe s Tieins T Noysllp
change direction gﬁs::’ :::m zz‘? ;: : Wove Donn
oA o] B S ——
Grab and drag to —\ :’:.:;’;"‘gg"’"‘ N2 it R
change acceptance \ . 00 Teigaing Otiect
engle Object traveling in O Abandoned/Removed Dbject
opposte direction does
nct trigger ruI ;
Diection Ange, degress:  [E315
V{i E{‘ﬂ Toleance Ange. degees. [271
a@a EAST COAST +1 (919) 230-8700 | WEST COAST +1 (310) 222-8600 | MEXICO +52 (55) 5280 4660
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Object Enter and Exit

Enable the object entry and leave detection by checking the corresponding check boxes in the Analysis tab and
click apply.

An object entered alarm is raised when an object crosses from the outside to the inside of a detection zone.
Conversely, an object exited alarm is raised when an object crosses from the inside to the outside of a detection
zone:

— —_— T -
T f & General Analyss |
Use controls below to specify zone (ling] analysis options and settings.

Analysis Type | Title ]
O Obiect Presence

[ Object Entry New Zone -ObjEnt

O Object Leave

O 4ppearing Object

[ Disappearing Object

O Stopped Object

[ Duweling Object

[ Traveling Object in Direction

Object entering zone \ \ [ Target Speed Object

: ¥ [ Taigating Obiect
triggers rule i [ Abandoned/Removed Obijsct

Properties
General Analysis I

Use controls below to specify zone (iine) analysis options and settings.

Analysis Type [ Tite I
[ Obiect Presence

[ Object Entry

Dbiject Leave New Zone -ObjLea

O 4ppeating Object

[ Disappearing Object

O Stopped Object

[ Dweling Object

[ Traveling Object in Direction

[ Target Speed Object
[ Tailgating Object
[ Abandoned/Removed Object

Object exiting zone
triggers rule

Object Appear and Disappear
Enable the object appear and disappear detection by checking the corresponding check boxes in the Analysis
tab and click apply.

An object appearing alarm is raised when an object appears inside a detection zone. Note that this is different from
object entered detection since the object must be initially detected inside the zone without entering, e.g. people
appearing in a doorway, or cars appearing from an underground car park.

ooy EAST COAST +1 (919) 230-8700 | WEST COAST +1 (310) 222-8600 | MEXICO +52 (55) 5280 4660
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Conversely an object disappearing alarm is raised when an object disappears inside a detection zone.

Again, this is different from object exit detection since the object must be tracked into the zone and then
disappear without exiting the zone.

| Anelyss Type. [ Title |

Appearing Object New Zone AppObj

O Dweling Object

O Traveling Object in Direction
[ Target Speed Object

] Taigating Object

[ Abandoned/Removed Dbject

Anaysis Type [ Tite

[ Obiect Presence

3 Object Erry

[ Obiect Leave

: g 3 Appearing Obiect

) ( & Dissppeaiing Dbiect NewZone DisObi

[ Target Speed Object
[ Taiigating Object
O Abandoned/Removed Object

Object Dwell

Enable the object dwelling rule on the selected zone by checking the Dwelling Object box in the Analysis tab and
click apply.

Objects that dwell inside a zone for longer than the defined amount of time will trigger the rule and raise an
alarm.

2l -olx|

T Mo [iiew2ores Owelb

1P
M ' i e T
, Porian Tiack
3 4 ks ot Do
ot Chater Track
Object dwelling in zone - Stapped Obict Gioup of Pecgle Tiack Tk
triggers rule Ovelig Objct
2 .

Tewe. seconds 10
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Enable the object stopped rule on the selected zone by checking the Stopped Object box in the Analysis tab and

click apply.

Objects that are stopped inside a zone for longer than the defined amount of time will trigger the rule and

raise an alarm.

Object stopping
inside zone triggers
rule

rties 2| -1olx|
General Anabyse |
Anaysis Type [ Tt [ Tile: [NewZone StopOb
[ Obsect Presence
[ Obiect Enty. Object Class | Tracking. Move p
O Object Leave Person Track =
[ Appeaing Object Vehicle Tiack Move Donr
O Disappeaing Object Chater Track
[ Stopped Object New Zane -StopOb Group of People Track Track
] Dweling Dsect
O Traveling Object n Drection Do Not Track,
O Target Speed Obiect
O Taigaing Dbiect
O Abandoned/Removed Object
nalysis Propeities
Tive, seconds: [0 —

The stopped time can be also configured in Analysis properties.

Object Class

Once the camera has been calibrated, it's possible to include or exclude specific object types in the detection rules.

Select the object type to track or do not track.

Properties 2l 1o x|
" General Analysis |
Use controls below to specify zone (line) analysis options and settings.
o
Analysis Type | Title [ Title: [New Zone -ObjPres
Obiect Presence New Zone -ObjPres
] Obiect Entry Object Class | Tracking Move lp: |
[ Object Leave Person Track
[ #ppeaiing Object Vehicle Do Not Track
[ Disappeaing Object Group of People Do Not Track
[ Stopped Object Clutter Do Not Track Track. I
O Dweling Object
O Traveling Object in Direction DoHohTiec
O Target Speed Object
O Tailgating Object
O 4bandoned/Removed Object
., 7
[~ Analysis Propertie:
No propeties defined for selected analysis type
oK I Cancel Apply

In this example, the rule has been configured to include detection of person only.

o0
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Object Tailgating
Enable the object tailgating rule on the selected zone by checking the Tailgating Object box in the Analysis Tab.
Adjust the time threshold to set the minimum allowable time between successive object detections.

Object tailgating is defined as an object crossing a line or zone within a certain time after an object has already
crossed the line or zone. If an object crosses a line or zone, and another object crosses the same line or zone
within the specified time window, the Object Tailgating filter will be triggered.

In this example, Object 1 is about to cross a detection line. Another object (Object 2) is following closely
behind. The tailgating detection threshold is set to 5 seconds. That is, any object crossing the line within 5s of an
object having already crossed the line will trigger the Object Tailgating filter.

/i 2i-igixd
I B Cecsat Andyss |
Object 1 about to cross o and seings.
the line Ay Tygm TTie Toe: [fiew Zors Tadbi
J » [ Oyect Presence
O Object Entry | Obect Class | Tracking WMove Up
u Otecitaere Aot T tove Do
Ce B e e Tk
" 0 S G P Tk T
_‘ \ E ?m&m inDrection Do Mot Track|
- o Taw.Spsed.Dbiea .
Object 2 following closely [\l |Bichs ., teoeros
behind (tailgating)
\ .\ .
‘ \-“ X :_\Y\t 7& Time, seconds: 5
Object 2 crosses the line within 5 seconds of Object 1. This triggers the Object Tailgating filter.
@ [roperties S TpTTEY
Geneea Anabc |
Object 2 crosses the line u e,
in < 5s and raises alarm Aoty T8 [T T Tile [Nowzons Tabi
- [ Object Presence -
- O OtectEnty Obiec Gt T Tiackiog
[ Object Leave: Person Track
O #epeanng Obect Vehicle Track
B g G P T T
E ?nﬁ:num inDrection Do Not Tuutl
O Targot Speed Obiect
[ Taiigating Object New Zane -Tai0t{
0 Abandoned/Removed Obiect
Analysis Properties
Time, seconds: 5
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Abandoned and Removed Object

CORTROL Analytics can be configured to generate an alert highlighting an abandoned or removed object.

Suspicious objects can be detected when carried into the scene and planted by a person as well as when dropped
or thrown into the scene.

Ensure that abandoned/removed object engine is enabled by checking the "Abandoned/Removed Object Engine"
drop box in the Advanced Engine Settings tab.

' Zones and Counters | Calibraton | Classification | Tamper Advanced Engine Settings I Engines and Licenses |
—Engine Features

Surveillance Engine (Object Tracking): | Enabled (Object Tracking) ;]
[Object Tracking Mode: I[‘Nabled [Surveillance Tracking) j
Abandoned/Removed Object Engine: IEnabled 1‘
Line Counter Engine: IEnabled ;]
Shake Cancellation Mode: | Disabled (Faster Analpsis) =l

@ To save CPU resource, enable or disable specific analytics engines using controls above.
= Note that settings above apply to analytics engine as a whole and cannot be adjusted on
per-stream basis.

—Alarm Retrigger Time & Tracker Confi

Alarm Holdoff Time, seconds: ,D_
Minimal Tracked Object Size, blob-pisels: |10—
Stationary Object Holdon Time, seconds: [30—
Miscellaneous
Detection Point of Tracked Objects: IDefauIt [Automatic, Centroid/Mid-Bottom) j

NOTE: The algorithm used for abandoned and removed object detection is the same in each case: it cannot
differentiate between abandoned or removed objects. This is a fundamental limitation of the algorithm and
arises because it just analyses how blocks of pixels change with respect to a background model that is
constructed over time. When an object is inserted into the background (abandoned) it looks the same to the
algorithm as when an object is removed from the background.

Enable the abandoned/removed object rule on the selected zone by checking the Abandoned/Removed
Object box in the Analysis tab. An object that is left inside a zone for longer than the configured time-period will
trigger the rule and raise an alarm.

D 2 T S T ETRTE
D AR —I -
Abgndoned object T — O iz i
, inside zone triggers D] Obiect Peserce i
:- I Otject Entry :m Class. : .e:..g 4
i S - Do = = o]
- - [ Disappesrng Obiect . Tack
) ') P — r ¥ | O soseedotin Group of People Track Track
= . = ES‘:L"Z%“::;."L.K.M Dot
4 Terget Speed Obiect
4 ﬁ | T
L —r
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The following figure illustrates the abandoned/removed object detection rule detecting a removed bicycle.

B 210l
General Analys |
Removed bicycle
ttiagess alam Anat Type [ Tite [T Thls: [NewZone AbaObi
0 Otyect Prese
o Dhad[n"y“‘ \:ﬁ-ﬁﬂm :udnl‘*' Hoyellp
erson C
E f»fﬁ.ﬁ?é'm i Tk Mo Do
- tack
E :topud nr:xbw Group of Peopie Tiack Track

(0 Dweling Dbyect

O Traveing Object in Direction

O] Tenget Spesd Obiect

0 Talgating Object

Abandoned/Removed bject  New Zone Abat

Do Nol Track

Time, seconds:

e

Stationary Object Hold-on Time

The stationary object hold-on time is the time which the tracker will keep tracking an object once it has been
detected as stationary or abandoned/removed. After an abandoned/removed object has been detected, the
object will continue to be tracked for the time configured determined by the stationary object hold-on time. The
default value is 30 seconds, but this can be changed in the Advanced Engine Settings tab.

Object Speed

Enable the object speed rule on the selected zone by checking the Target Speed Object Filter box in the Analysis
Tab. Adjust the minimal and maximal speed limits to suit the detection scenario.

Objects that travel within the bounds of the configured speeds, through a zone or over a line trigger the rule and
raise an alarm.

Note that the camera must be calibrated to operate correctly.

B Propert L 2| -1olx|
e 3 General Anayis |
: Person on motorbike Is below to specity zone (ine) analyss
Person moving slower moving faster than
than 10 km/h does not 10km/h. slower than Anaysis Type Tille [ Tile: [NewZone Spedty
trigger rule v L] Obiect Presence - =
= 50kmvh triggers rule O Otiect Enby Dbject Closs Tk T
o [ Object Leave Person Track
[ Appearing Object Vehicle Track
[ Disappearing Object Chitter Track
O Stopped Object Group of Pecple Track
O Dweling Object
O Traveling Object in Direction Do Not Track:
A Toget Speed Object New Zone SpeObj
[ Taigating Obiect
[0 Abandoned/Removed Object
Analysis Propesties
Specty PORIER ok
2one.
Minimal Speed, kilomaters/hour: |10
Masimal Speed, kicmeters/how |50
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A counting line (Object Crossing Line A/B) is a detection filter optimized for bi-directional object counting
(e.g. people or vehicles) in busier detection scenarios. Examples of such applications may include:

e People counting with overhead cameras in a retail environment.
e Vehicle counting with overhead cameras on public highways.

In some scenes, such as entrance with camera over-head installed, the counting line typically will generate a
higher accuracy count than using the ordinary counters and lines.

Enabling the Counting Line

Enable the counting line filter on a detection line in the desired direction(s) by checking the “Object Crossing
Line A/B” box in the Analysis tab. An event is generated every time an object crosses the line in the selected
direction. If multiple objects cross the line together, multiple corresponding events are generated. The events
generated by the counting line can be tied to counters in the normal manner.

Al

Selected directions
displayed by arrows

o0

CBCGROUP

CBC AMERICAS Corp.

General Analysis I

Use controls below to specify zone (line) analysis options and settings.

Analysis T [ Tite |

O Object Presence

[ Object Entry

[ Object Leave

O &ppearing Object

[ Disappearing Object

O Stopped Object

O Dweling Object

O Traveling Object in Direction
O Target Speed Object

O Tailgating Object

O &bandoned/Removed Dbject
Object Crossing Line (&)

[ Obiject Crossing Line (B)
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Assigning Counters to Counting Lines

A counting line by itself simply generates events when an object to be counted is detected. To count the events,

counters (one for each direction) can be created and configured to count the events generated by the line. To
create counters, see the Counters topic.

Counters connected to
counting line

1370.01.45
22131123, 6868

Calibrating the Counting Line

To generate accurate counts, the counting line requires calibration. This cannot be performed at a general level
for the whole scene using the 3D calibration tool. This is because the counting line is not always placed on the
ground plane: it may be placed at any orientation at any location in the scene. For example, a counting line
could be configured vertically with a side-on camera view.

Instead of the 3D calibration tool, the counting line has its own calibration setting. Two bars equidistant from the

center of the line represent the width of the expected object. This allows the counting line to reject noise and
count multiple objects.

2l -{of x|
Analysis Type | Tite Title: [Newuul.r-C«A
Eg::::f;m g:mm- J:-*-n &
8 2:;; ;:;;d :;':El i § Veve Down
B P —
03 Oweling Object DoMNot Track|
O Travelng Obiject in Direction
[ Target Speed Obiect
B s
Obyect Crossing Line (4] New Line LineCoud
[ Obiect Crossing Line (8) New Line LineCouB
(e 1
~ Enable calibration width of 3 single object; when disabled,
12 ;.:::ﬁnummmumhmm
‘shadaws cast by humans and other obiecls e.g. otating
o omel || v |
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To calibrate the counting line:
o Select the counting line with the mouse.
e (Check the "Enable Calibration" box under the “Object Crossing Line A/B” rule in the Analysis properties.

e Use the mouse to drag the calibration markers to adjust the distance between the calibration markers
until the distance is approximately the size of the objects to be counted.

e The small markers on either side of the big markers indicate the minimum and maximum width
which is counted as a single object.

e Apply the settings.

Small markers indicate the minimum
and maximum accepted width

Adjust until the distance between
the markers matches the width
of the object to be counted

Shadow Filter

The counting line features a shadow filter which is designed to remove the effects of object shadows affecting the
counting algorithm. Shadows can cause inaccurate counting results by making an object appear larger than its true
size or by joining two or more objects together. If shadows are causing inaccurate counting, the shadow filter
should be enabled by selecting the "Enable Shadow Filter" check box for the line. It is recommended that the
shadow filter only be enabled when shadows are present because the algorithm can mistake certain parts of an
object for shadows and this may lead to worse counting results.
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Counters

Counters

CORTROL VCA also supports object counting. Any combination of detection zones or lines can be assigned to a
counter. Counters can be configured to perform any combination of incremental, decremental or occupancy
counting. Counter configuration is managed in a similar way to the zone configuration.

Topics in this section:

e (Creating Counters
e Assigning Rules to Counters

Creating Counters
To create a counter simply select “Add Counter” in Zones and Counters tab.

Zones and Counters | Calibraton | Classification | Tamper | Advanced Engine Setiings | Engines and Licenses |

Use controls below to configure video analytics engine zones, lines and counters.

B : Bemove |-| Object Lockup: | %] | Propeties... I
__ AddZone
Add Line
m
ooy EAST COAST +1 (919) 230-8700 | WEST COAST +1 (310) 222-8600 | MEXICO +52 (55) 5280 4660
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The counter name and color can be changed in Counter Properties on “General” tab.

ETREY
General IFM’ I

Use controls below to specify general counter properties.

Name: IN ew Counter
Color: [ #pDCCoD v]
I Reset the Counter Manually Now

I~ Reset the Counter Automatically

Period: I Daily .2
Day of Month: |1 ¥
WeskDay  [Monday -]

Time: | 3:00:00 AM 31

0K I Cancel Apply.

Assigning Rules to Counters

Counters count triggers generated by rule violations. For example, if it is required to count the number of
objects entering a zone, a zone must initially be configured to raise an alarm every time an object enters it. The
zone can then be assigned to a counter and the counter will count the objects per the type of counting required
(increment, decrement, update value).

Zones and Counters | Caliraton | Classiication | Tamper | Advanced Engine Settings | Engines and Licenses |

/ New Counter

i =53]

T Rule [ Tile

Zone 0 Traveling Object in Direction  Zone 0 -Direct Increment

Add  ~| Remove |- Object Lookup: | Counter: New Counter

ooy EAST COAST +1 (919) 230-8700 | WEST COAST +1 (310) 222-8600 | MEXICO +52 (55) 5280 4660
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In this example the red zone is configured to trigger when object travelling in the north direction are
detected. The counter has been configured to increment the count whenever the zone (Zone 0) is triggered.

Increment Counter
When a zone is assigned to an incremental counter, the count will increment by 1 every time the zone is triggered.

Decrement Counter
When a zone is assigned to a decremental counter, the count will decrement by 1 every time the zone is triggered.

Update Value Counter

When a zone is assigned to an update value counter, the counter displays the number of active triggers in the zone.
E.g. if there are 2 objects in the zone that triggered the detection rule, then the count will display 2.

Counter Reset

Counter reset manually and automatically

2l _loi x|
General I Rule ]
Use controls below to specify general counter properties.
Name: ]New Counter
Color: I- Green L]
V,— Reset the Counter Manually Now iy
™ Reset the Counter Automatically
Peri ) aily
Day of Morth I 1 'I
Week Day ’Tuhtv;ujam L]
Tiirne: 3:00:00 &M
A v
0K I Cancel I Apply

To reset counter manually select checkbox “Reset the Counter Manually Now”.

To reset counter automatically, select checkbox “Reset the Counter Automatically” and set the date and time of
reset.
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Camera Calibration

Camera Calibration

Camera calibration is required for the CORTROL VCA engine to classify objects into different object classes.
Once the camera has been calibrated, the engine can infer real-world object properties such as speed, height
and area and classify objects accordingly.

Camera Calibration Topics
e (Calibration Page Elements
e (alibrating a Camera
o Vertical Field of View
e Measurement Units

Calibration Page Elements
The following describes the purpose of each element of the calibration page. To get started calibrating straight
away, see the Calibrating a Camera topic.

3D Graphics Overlay

During the calibration process, the features in the video image need to be matched with a 3D graphics overlay.
The 3D graphics overlay consists of a green grid that represents the ground plane. Placed on the ground plane
are several 3D mimics that represent the dimensions of a person with the current calibration parameters. The
calibration mimics are used for verifying the size of a person in the scene.

Mouse controls

The calibration parameters can be adjusted as follows:
e C(lick and drag the ground plane to change the tilt angle.
e Use the mouse wheel to adjust the camera height.

Vetical ekt ol Vi, dagees:[13020 U ||
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Calibrating a Camera

Calibrating a camera is necessary to estimate object parameters such as height, area, speed and classification.
If you know the height, tilt angle and vertical field of view corresponding to your installation, you can simply
type the parameters in the appropriate boxes and apply the changes.

%ield_.qf View

¥  Ground plane

If, however, you do not know, or are unable to find out the camera parameters, this topic provides a step-by-
step guide to calibrating a camera.

Step 1: Find some people in the scene

Find some people, or some people-sized objects in the scene. Try to find a person near the camera, and a person
further away from the camera. Place the mimics on top of or near the people. Enter in the known height or
estimated height.

Al eanl

S Put one mimicnext to [
] this person... .
A ]
|

... and another one
next to this person
W :

R .|
| 1“ ’.'l't-')ru-nl-.J

T

|
!
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Step 2: Adjust tilt angle and camera height

Now, adjust the camera tilt angle and vertical field of view until both mimics are approximately the
same size as a real person at that position in the scene. If an estimated height is entered, then adjust this along
with the other two parameters.

Click and drag the ground plane to change the tilt angle, use the mouse wheel to adjust the camera height and
enter the value in Vertical Field of View edit box to change the vertical field of view.

Apply the changes:

This mimic the same
Size as person

Once the changes have been applied, the Calibration Status reflects whether the operation was successful, and if
so, in which mode the camera is calibrated.

Step 3: Verify the setup

Once you are happy that the scene is correctly calibrated, verify the settings by dragging the mimics around and
comparing them to other people or people-sized objects in the scene.

The more locations in the scene where the calibration is verified, the more accurate the calibration will be.
The 3 calibration parameters can be fine-tuned in the same way as detailed in Step 2.
Once the settings have been successfully applied, objects in the scene are annotated with height, area, speed

and classification. To change the measurement units between Metric and Imperial, please refer to the
Measurement Units Topic.
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Vertical Field of View

The vertical field of view is required when calibrating a camera. If you know the vertical field of view of the
camera it can be entered directly. If, however, you don't know the vertical field of view, it can be determined from
the following table, given the vertical image dimension and its focal length:

Focal length (mm)

Image Vertical Image
Format (in) |Dimension (mm) 1 1.2] 1.4 1.6 18 2 2.2] 2.4 2.6 2.8 3 4 6| 10 15 20 30 40| 50
1/4" 24 100.35 90.00] 81.20 73.74 67.38 61.93 57.22 53.13 49.55 46.40 43.60 33.40] 22.62] 13.69 9.15 6.87 4.58] 3.44] 2.75
1/3" 3.6 121.89 112.62] 104.25 96.73 90.00 83.97 78.58 73.74] 69.39 65.47 61.93 48.48| 33.40] 2041 13.69 10.29 6.87| 5.15 412
1/1.8" 5.32 138.79 131.44] 124.48| 117.95 111.83 106.12 100.81f 95.88 9131 87.06 83.12 67.25 47.82 29.79 20.11 15.15 10.13 7.61] 6.09

If you are unable to determine the vertical field of view for your camera from the above table, leave the field of
view at its default setting, 40°.

Measurement Units

The height, area and speed annotation can be displayed in metric or imperial units. By default, the system
displays metric units. To change the measurement units, select the “Units” drop box in “Calibration” tab and
apply the changes.

Installation Height, meters: |4.020
Tilt Angle, dearees: |5.1 39
Vertical Field of View Angle, degrees: |4D. 000 lMetric [Meters) E'

Metric (Meters)
|Impreial (Feet, Miles)
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Object Classification

Object Classification

CORTROL VCA can perform object classification once the camera has been calibrated. The object
classification is based on properties extracted from the object including object area and speed. CORTROL VCA
comes pre-loaded with the most common object classes, and in most cases these will not need to be modified.

In some situations, it might be desirable to change the classification parameters, or add new object classes.

To adjust the object class settings, select the Classification tab and the object class to modify:

Zones and Counters | Calibraton ~ Classification l Tamper | Advanced Engine Settings | Engines and Licenses |

Use controls below to configure object classification, based on properties extracted from the object including object area and speed.

(Name | Aea | Speed |
Vehicle 4.0.100.0 0.200
Clutter 0.0.04 0.50
Group of People 21.39 0.20
New |+ | Delete | Move llp Move Down
—Detail
Name; lPerson
Area, square meters: IU. 50 to l2. i}
Speed, kilometers/hour: IU.UU to I204 0o

Adjust the minimum and maximum object speed and area, and apply the changes. Objects that do not fit into any
class are labelled as "Unclassified".
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Tamper Detection

Tamper Detection
The Tamper Detection module is intended to detect camera tampering events such as bagging, de-focusing,
moving the camera, etc. This is achieved by detecting large persistent changes in the image.

Zones and Counters ] Calibraton I Classification  Tamper l Advanced Engine Settings | Engines and Licenses ]

Use controls below to set up tamper detection.

[V Enable Tamper Detection

Timeout before triggering alarm, seconds: 5

Area change to trigger alarm, percent: 50

Detect lightness changes: l Disabled L]

(5 ) Lightness changes detection avoids false alarms caused
~ by rapid lighthess changes, esp. tuming on/off indoor light.
Enabled detection, however, reduces overall detection
sensitivity.

Once enough of the image has changed and remained so for a certain length of time, a tamper alarm is triggered.

Tamper Detection Settings
In the tamper detection settings, it is possible to change the thresholds for the area of the image which must be
changed and the length of time it must be changed for before the alarm is triggered.

Timeout before triggering alarm: The length of time that the image must be persistently changed before the
alarm is triggered.

Area change to trigger alarm: Percentage area of the image which must be changed for tampering to be triggered.

If false alarms are a problem the duration and/or area should be increased so that large transient changes such as
a close object temporarily obscuring the camera do not cause false alarms.

Detect lightness changes

Large fast changes to the image lighting such as switching on/off indoor lighting can cause false tamper alarms.
Enable this option if this is likely to be a problem in the area where the camera is installed. However, this option
will reduce sensitivity to genuine alarms so it is not recommended if fast light changes are not likely to be a
problem.
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In most installations, the default CORTROL VCA configuration will suffice. However, in some cases, better
performance can be achieved with modified parameters. The Advanced Engine Settings tab allows configuration of
the advanced VCA parameters.

' Zones and Counters | Calibraton | Classification | Tamper Advanced Engine Settings ] Engines and Licenses |

Alarm Holdoff Time

—Engine Features

Surveillance Engine [Object Tracking):
liGject Tracking Mode
Abandoned/Removed Object Engine:
Line Counter Engine:

Shake Cancellation Mode:

|Enabled (Object Tracking) d|
| Disabled (Surveilance Tracking) ¥
|Enabled 4|
{Enabled |
| Disabled (Faster Analysis) =l

| (5 To save CPU resource, enable or disable specific analytics engines using controls above.
= Note that senir_lgs above apply to analytics engine as a whole and cannot be adjusted on

per-stream basis.

—alarm Retrigger Time & Tracker Configuration
Alarm Holdoff Time, seconds:
Minimal Tracked Object Size, blob-pixels:

Stationary Object Holdon Time, seconds:

0

11]

0

—Miscellaneous

Detection Point of Tracked Objects:

lDefault [Automatic, Centroid/Mid-Bottom) L‘

The Alarm Holdoff Time defines the time between the successive re-triggering of an alarm generated by the
same object triggering the same rule.

To explain this concept, consider the following diagram where no Alarm Holdoff Time is configured:

CBC AMERICAS Corp.
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Alarm 2

Zone

Alarm 3
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In this detection scenario, the person enters the zone 3 times. At each point an alarm is raised, resulting in a
total of 3 alarms. With the Alarm Holdoff Time configured, it's possible to prevent re-triggering of the same rule
for the same object within the configured time-period. Consider the same scenario, but with an Alarm
Holdoff Time of 5 seconds configured:

R
\ — | Outside the zone for <5s
==

Zone Q\\
\‘\ Alarm not triggered here
A\ e
\
\

7\

| ‘\
Alarm 2 \; /
L i % Outside the zone for >5sJ

In this case, an alarm is not raised when the person enters the zone for the second time, because the time
between the occurrence of the last alarm of the same type for the object is less than the Alarm Holdoff Time. When
the person re-enters the zone for a third time, the elapsed time since the previous alarm of the same type for
that object is greater than the Alarm Holdoff time and a new alarm is generated.

The Alarm Holdoff Time can be configured to prevent multiple alarms being generated because an object is
loitering on the edge of a zone. Without Alarm Holdoff Time configured, this scenario would cause so-called
"Alarm chatter".

Stationary Object Hold-on Time

The Stationary Object Hold-on Time defines the amount of time that an object will be tracked by the engine
once it becomes stationary. Since objects which become stationary must be "merged" into the scene after
some finite time, the tracking engine will forget about objects that have become stationary after the
Stationary Object Hold-on Time. The default setting is 30 seconds.

Tracking Options

Minimum Tracked Object Size

The Minimum Tracked Object Size defines the size of the smallest object that will be considered for
tracking, in pixels. Normally there is no need to modify this value. Decreasing it will allow the engine to track
smaller objects at the expense of noise immunity.
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Detection Point of Tracked objects

For every tracked object, there is a point that we use to determine this object's position, and decide whether this
object triggers a rule. We call this point as detection point. There are 3 modes to define the detection point
relative to the object: Default, Centroid and Mid-bottom.

e Default - When user chooses this mode, CORTROL VCA will automatically set the position of
detection point. It chooses centroid if the camera is calibrated overhead, or mid-bottom if the camera is
calibrated side-on or uncalibrated.

e C(Centroid - If user chooses this mode, CORTROL VCA will force the detection point to be centroid.

e Mid-bottom - If user chooses this mode, CORTROL VCA will force the detection point to be mid-bottom.

2506270

The first picture shows the centroid mode, and the second shows the Mid-bottom mode.

Object Tracking

Enable/disable the object tracking engine. When enabled, there is Surveillance Tracking mode of object
tracking available.

Surveillance Tracking

Optimized for intrusion detection and general purpose outdoor object detection and tracking. When
objects are near each other they are more likely to be tracked as a single object than separate entities.

Abandoned/Removed Object Engine

Enable/disable abandoned/removed object detection. When checked, a background process to detect abandoned
and removed objects is enabled.
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Line Counter Engine
Enable/disable the counting line functionality.

Shake Cancellation Mode

The camera shake cancellation function is used to improve the CORTROL VCA performance with cameras that
are prone to shake. By default, camera shake cancellation is disabled. If your installation suffers from camera
shake problems, enable this function to improve the CORTROL VCA performance. If camera shake is not an
issue in your installation, best performance will be achieved with this setting disabled.

NOTE: Only enable the features which are necessary for the deployment scenario. Since each feature consumes a
portion of system resources, enabling features which are not required may degrade the overall system
performance.
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Export Meta (Analytics) Data

To export Meta data to CSV or XML file select the “Export” button in Meta (Analytics) Properties:

I (=

| Fle Edt Vew video Tmelne Navigation

J J | |1 Second 'I P
X

Structure

o )

PTZ Control X

Archive

Crossroads (Group)

01755 (Group)

SANYO YCC-HD4000P - 1

Events | Ubiectsl Counters I

Time ] Type ] Rule Name ] Zones I Objects -
1. 8/4/2014 3:45:40 PM zone New Zone -0ObjPres "New Zone" ‘Vehicle

1,8/4/2014 3:45:43 PM z0ne New Zone -ObjPres "New Zone" Yehicle il AUTO I
1, 8/4/2014 3:45:47 PM zone New Zone -ObjPres "New Zone" Clutter

1, 8/4/2014 3:45:49 PM zone New Line -Direct "New Line" Clutter

1. 8/4/2014 3:46:07 PM 20ne New Zone -ObjPres "New Zone" Yehicle

1. 8/4/2014 3:46:07 PM z0ne New Line -Direct “New Line" Vehicle

1, 8/4/2014 3:46:33 PM 20ne New Zone -ObjPres "New Zone'" Vehicle

1. 8/4/2014 3:46:41 PM zone New Zone -0ObjPres "New Zone" ‘Yehicle

1. 8/4/2014 3:46:41 PM zo0ne New Line -Direct “New Line"" Vehicle

1, 8/4/2014 3:47:15 PM zone New Zone -ObjPres "New Zone' Clutter

1, 8/4/2014 3:47:17 PM zone New Zone -ObjPres "New Zone" ‘Vehicle L
1, 8/4/2014 3:47:22 PM zone New Zone -ObjPres "New Zone" Yehicle

1, 8/4/2014 3:47:27 PM 20ne New Line -Direct “New Line" Vehicle

1, 8/4/2014 3:47:27 PM z0ne New Zone -ObjPres "New Zone" Vehicle

1., 8/4/2014 3:47:28 PM zone New Line -Direct "New Line" Vehicle

1. 8/4/2014 3:47:28 PM zone New Zone -ObjPres "New Zone" Vehicle

1. 8/4/2014 3:47.29 PM zo0ne New Zone -0bjPres "New Zone'" Vehicle

1, 8/4/2014 3:47:42 PM zone New Zone -ObjPres "New Zone" ‘Yehicle

1, 8/4/2014 3:48:03 PM zone New Zone -ObjPres "New Zone" Vehicle -
< | ;l_‘

Hayvigate Filter >>
I~ Export Event Data to CSY File...
Export Meta Stream to XML File. .. 0K I Cancel I Apply. I

Timeline X

| mer |8 2] 0 ———F——
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System Requirements

Minimal System Requirements:

Hardware Requirements

e CPU: Pentium Celeron or higher
e Video: Any Graphical card with at least 512 MB RAM
o Obligatory support of DirectDraw acceleration

Software Requirements

e Microsoft Windows 2000, Windows XP, Windows Vista, Windows 7, Windows8
e DirectX 8.0 or later (later recommended).
e MS XML 4.0 or higher
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